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Abstract 
Developing a sound e-health system requires appropriate e-health policy. To enhance acceptable policies, policy makers need to 
consider aspects and components as well as issues of e-health policy. This paper discusses the use of “System dynamic” as an 
effective approach to understand the impact of aspects and components of e-health system on policy making. System dynamics 
enables policy makers to enhance an in-depth analysis of e-health system. Moreover, this paper explains a “Glocal” perspective 
in which e-health policy is universally accepted. As an integration of global and local practices, Glocal e-health system can 
provide better health solutions for all nations involves. 
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1. Introduction 
E-health is now recognized as a key enabler for supporting health systems in which policy is a unifying element. 
E-health policy has been defined as “a set of statements, directives, regulations, laws, and judicial interpretations that 
direct and manage the life cycle of e-health. Enhancing an appropriate e-health policies requires a well-
understanding of the information security aspects and components. Countries such as Australia, Canada, China, 
Malaysia, Croatia, Denmark, Finland, Iran, Malta, New Zealand, Russia, Singapore, South Korea, Sweden, Taiwan, 
Tanzania, Thailand, Vietnam, the UK, and the US have taken steps towards improving and enhancing the health 
sector by ensuring adequate protection for the patients’ records [12]. 
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While health may be a domestic matter, the networked nature of e-health creates a new pattern for it, as a global 
matter. E-health should be integrated into domestic and global health care systems [4]. By developing Local and 
national e-health policies into a global context, we can form a “Glocal” perspective. Here, e-health is considered to 
be an umbrella term composed of two elements; Global Partnerships, Local Solutions [12].  
Glocal concept creates a complex electronic health system that includes a large number of aspects and 
components. Traditional methodologies cannot be used to understand and analyze complex situation, and thus 
require alternative approaches. System dynamics is a modeling and simulation methodology used for strategic 
decision making in complex systems. As a computer modeling tool, system dynamics helps policy makers to 
enhance a wider spectrum of all components affecting a system [3]. System dynamics has been applied to study 
various problems and issues within healthcare systems. Simulations can be used as a framework for producing 
sophisticated policy analysis tools for healthcare organizations [11]. 
2. Research Aim 
The primary aim of this paper is to study applied policies for e-health system. The attempt is to explore and 
analyse the contemporary practices in promoting privacy and confidentiality of patients’ records. This paper, 
additionally, determines the significant aspects and components of the e-health policy, and also discusses a new 
concept termed as Glocal perspective for information security policy. And finally, this paper discusses the 
effectiveness of system dynamics in enhance a better evaluation of electronic health system. 
3. Research Question 
x What are the information security aspects and components that decision makers need to consider while 
formulating security policy decisions? 
x What is the concept of Glocal perspective and how it benefits the e-health policy system? 
x How does system dynamics facilitate e-health policy making? 
4. Methodology 
The main purpose of this section is to find relevant sources where searches for particular studies will be executed. 
The selection of sources should be related to e-health policy aspects, components, system dynamics, and Glocal 
concept in e-health system. Selected keywords will be used to possess search engines. The list of chosen sources is 
as following: IEEE digital library, ACM digital library, Science Direct, Scopus and Google Books (Fig. 1).  
All articles from 2003 till 2012 has been taken into account for the purpose of searching in different databases. 
Three different sets of keywords (“e-Health Policy Aspects and Components”, “e-Health Policy”, “System 
Dynamics”, and “Glocal Concept in e-Health System”) have been used to search through variant databases. 
Appeared articles were compared based on their titles. It was noticeable that, even though, different keywords have 
been used, most of the articles were duplicated. Therefore, Endnote software helped to avid downloading duplicates. 
To identify more relevant articles, the abstracts were considered by which 87 articles were selected. By going 
through the full text of papers, 25 articles were found to be more related to the purpose of this paper. Moreover, 
from all the articles referenced in this paper, 8 articles are used for the purpose of analysis (Table 1). 
5. Information Extraction 
A. Hwang & Syamsuddin. 2009. Information Security Policy Decision Making: An Analytic Hierarchy Process 
Approach. [8] 
This paper introduced a specific decision support methodology as Analytic Hierarch Process (AHP) for Indonesia. 
The authors confirmed that AHP can help in producing appropriate policies if decision makers take into the account 
the aspects and components of information security policy. Therefore, the paper addresses four aspects of 
information including management, technology, economic, and culture. The paper found economic and culture as 
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significant as management and technology in developing policies. Additionally, the authors named confidentiality, 
integrity, and availability as the three components of information security. Finally this is argued that Analytic 
Hierarchy Process (AHP) can be applied to a simple model based on four criteria (MTEC) and three alternatives 
(CIA). 
B. Klaic & Hadjina. 2011. Methods and tools for the Development of Information Security Policy: A Comparative 
Literature Review. [13] 
Information security policy is determined by the environments in which different kinds of information are used. 
These environments have been changed over recent decades. The paper states that new technological potentials and 
social needs leads to use various type information in a more complex security environment that consist of three key 
factors of information security policy namely technology, people, and process. The existing threats in the global 
environment cannot be removed by solely depending on technological solutions, instead, it needs a multidisciplinary 
approach that consists all aspects of the society. 
C. Scott, et al. 2004. Access and Authorization in a Glocal e-Health Policy Context. [9] 
“Glocal” is a new concept introduced in the global health literature which suggests a combination of ‘global’ and 
‘local’ practices. Glocal perspective suggests that there is a mutual benefit of a flow health information network for 
all engaged countries that encourage them to develop practical tools in the Glocal e-health policy arena.  
D. Selanikio. 2010. From Silos to System: An Overview of e-Health’s Transformation Power. [12] 
The world is striving to distribute and deliver good health and wellness for which policy should be a unifying 
element in e-health. Domestic matters of health should not ignore the global aspects of e-health system; e-health 
must be developed in a global context which is a blend of local and national networks. Besides the Global context, 
the article named number of common e-health policy issues including network care, inter-jurisdictional practice, 
diffusion of e-health addressing the digital drive, integration into existing system, handling innovation at different 
levels, policy goal setting, evaluation and research, investment, and ethical issues.  
E. Scott & Lee. 2005. e-Health and the Universitas 21 Organizations: 3. Global Policy. [14] 
The authors indicate that potential of e-health requires an urgent need for developing global e-health policy. The 
rapid changes of information and communication technology (ICT) have impacted on development of healthcare 
access across and between nations. Accordingly, e-health policies will significantly influence the future availability, 
acceptability, and effectiveness of e-health system globally. The article conducts an SWOT analysis (strengths, 
weaknesses, opportunities, and threats) to evaluate global e-health policy. 
F. Bala. 1999.  Principles of System Dynamics. [5] 
Experimentation a system containing people, process, technology, management, economy, and culture is 
unrealistic. However, simulating such a complex system by using graphical simulation programs provides policy 
makers with a better understanding of dynamic systems. Appropriate management policy options are achievable 
only after careful modeling and simulation of different policy options. This approach provides a greater insight and 
more detailed analysis of systems. 
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G. Fuchs. 2006. System Dynamics Modeling in Science and Engineering. [3] 
System Dynamics is a methodology for studying and managing complex feedback systems in managerial, 
organizational and socioeconomic context. This paper indicated that the traditional models are complex themselves 
and cannot be used to understand complex situations. Multi-aspects situations seek for unified and simplified 
approaches which can be found in system dynamics. The author argues that system dynamics modeling is a simple, 
powerful, useful, educational approach that can be applied in the prototyping of complex real-life applications from 
science and engineering. 
H. Osipenko. 2005. System Dynamics in Early Health Technology Assessment (eHTA): Prenatal Screening 
Technology (ELI-P Complex) [11]. 
This research project proposes the use of system dynamics and simulation for policy making in healthcare 
organizations. The author argues that policymaking process (including healthcare) takes place on many aspects 
including political, economic, social, technological, and local, national, and international, and thus requires better 
multifunctional tools. “System dynamics adopts a holistic approach and helps understand the basic structure of the 
system and the behaviour it produces.” She advocates that system dynamics is an effective tool to conduct a policy 
analysis in which different aspects of a system can be identified and evaluated. Simulations developed in this 
research project can be used as a guideline for enhancing policy analysis tools for decision making. 
6. Discussion 
6.1. Research Question 1 
The environment have been changing over recent decades. New technological and social needs enforce 
organizations to use various types of information that consist of people, process, technology, management, 
economy, and culture [8, 13]. Determination of most appropriate e-health policies demands policy makers not only 
considering technical aspect but paying attention to other component effecting an e-health system. Enhancing proper 
policy requires proper analysis of every dimension and its impact on the system. Researchers believe that, besides 
technology, there are other important components that contribute to a flow of health information [15, 16]. For 
instance, Personalized Health System (PHS), introduced in 1990s, focuses on Regional Health Information Network 
(RHIN) that considers individuals as active nodes within the healthcare network. The scope of the concept is 
individual participation in recording and creating personalized healthcare information [15]. 
6.2. Research Question 2 
The concept of Glocalization in e-health system explains that domestic characteristics of individual nations and 
global healthcare practices have interrelated impacts on each other, and thus create a wider health environment as a 
whole. Due to the rapid technology growth and also scarce resources, researches have been concerned toward 
information communication and distribution of health achievements across and between nations [12, 13, 14, 24]. A 
Network of health information flowed worldwide provides a mutual benefit and greater outcomes for nations [9]. 
Glocal network encourages communication and arises awareness about national guild lines and availability of 
resources. Using e-health in a global level involves a number of issues that require proper planning. Many of these 
issues cannot be addressed without the support of well-defined policies, rules, and standards [10]. Hence, e-health 
policy makers need to enhance a detailed analysis of both local as well as global factors influencing the system. 
6.3. Research Question 3 
Enhancing appropriate policies for electronic health system requires systematic thinking [11] because it is 
influenced by multiple factors- internally and externally. System dynamics is recognized as an effective method for 
strategic policy making [3] which enables policy makers to analyse the system as a whole. It provides a conceptual 
diagram to generate immediate feedbacks from all components contributing to the system [5]. E-health is evolving 
in a fast-changing environment involving a number of global and local factors including business infrastructure and 
technology, people, process, management, economic, and culture which create a complex environment for e-health 
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system to grow. Sadly, policy makers usually take into the account only one or two aspect of the system (mostly 
technical aspect) rather than the “whole picture”. The existing conflicts in the global environment cannot be 
removed by solely depending on technological solutions, instead, it needs a multidisciplinary approach that consists 
all aspects of the society [13]. Thus, modelling and simulation can be an effective tool to study the behaviour of all 
the components of the system. 
7. Conclusion 
Due to technology growth organizations cannot rely on single security information and they need to design their 
policy according to all the factors affecting the system. By enhancing a big picture of the system, more practical and 
successful policies can be designed. Glocal is introduced with the purpose of sharing information and resources as a 
mutual benefit over health information networks. Glocal wants everyone to benefit from e-health, no matter where 
they are. This mutual benefit, encourage health organizations to develop Glocal and avoid isolation of domestic 
information.  
System dynamics is well-known as a strategic policy making methodology. System dynamics is an effective tool 
to capturing many phases of electronic health system in the process of modelling and simulation. Simulation 
explains the complexities brought about by multiple interconnected subsystems and their complex relationships. 
Since the e-health system can be affected by many dynamic factors in domestic and global arena, simulation 
facilitates the policy making process for the system. Simulation helps policy makers to understand how the different 
entities in the system influence each other and the system as a whole. “There is clear potential for system dynamics 
to be employed in support of health care policy” [19]. 
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 Table 1. Search result from different databases. 
Year published 2003 - 2013 
Research question 
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reference 
retrieved 
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abstract 
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Total   full-
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papers 
Number    of 
analyzed 
articles 
RQ1 104 + 83 12 + 23 4 + 6 4 + 6 2 
RQ2 21 15 6 6 3 
RQ3 123 37 9 9 3 
Total 331 87 25 25 8 
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